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Editor's note: With the theme of "development trends, innovation achievements and industry applications
of Web 3.0 technology and industries both at home and abroad", the 2024 Pujiang Innovation Forum -
Web 3.0 Innovation Forum invited experts and scholars from governments, research institutions and
leading enterprises to conduct in-depth discussions on Web 3.0 frontier trends, practical cases and
solutions, etc.This special report synthesizes the viewpoints of the guests at the Web 3.0 Innovation

Forum for your information.



2024 FHILRIFTRIRTHRZ —+—
Special Report 21 of the 2024 Pujiang Innovation Forum

EEA RSP AERIRE) Web 3.0 35T K &

Drive the Innovative Development of Web 3.0
through Technology R&D and Industrial

Ecosystem
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The rapid development of the digital economy relies on the
sharing, circulation and efficient collaboration of large-scale and
high-value data, which provides sustained momentum for the entire
economic system.The underlying technologies of Web 3.0, such as
blockchain and privacy computing, provide strong technical support
for the prosperity and sustainable development of the data element
market. The guests present unanimously agreed that through the

distributed collaboration mechanism, Web 3.0 not only supports
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decentralized management of data, but also protects the privacy
of data subjects and achieves fair distribution of data element
value. We should strengthen the exploration of basic theories,
improve infrastructure construction, accelerate the R&D and
innovation of Web 3.0 technology, create an industrial ecosystem,
and build a Web 3.0 governance system with the participation

and co-governance of all concerned parties.
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1. Drive the development of Web 3.0 through

technological innovation and scenario applications
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(1) Technological innovation: promoting the construction of
core infrastructure for Web 3.0. The rise of Web 3.0 relies on
underlying technologies such as blockchain and privacy computing,
which provide a solid foundation for data security, trusted
circulation, and privacy protection. Hassan Charaf, President of
the Budapest University of Technology and Economics, pointed
out that blockchain, digital assets, decentralized identity, verifiable
credentials, privacy-preserving computing, zero-knowledge proof
and the like are the underlying technologies of Web 3.0, which will
collectively support distributed collaboration and privacy protection.
Cheng Xiuzhen, Dean and Professor of the School of Computer
Science and Technology at Shandong University, emphasized that
blockchain 1s a key infrastructure to ensure the trustworthiness and
security of Web 3.0. She further pointed out that as the underlying
technical support for artificial intelligence, meta computing provides
powerful computing capabilities for multi-scenario applications of
Web 3.0 through three dimensions including elastic computing

power, trusted data, and intelligent algorithms. Zheng Zhiming,



Member of the Chinese Academy of Sciences and Professor of
Beihang University, stressed the importance of privacy computing
and pointed out that privacy computing is related to national security,
economic order and social governance; furthermore, by combining
privacy computing with blockchain technology, we can build a
credible data circulation platform adapted to the era of big data.
Professor Yu Yu from Shanghai Jiao Tong University pointed out
that secure multi-party computation, federated learning, and trusted
execution environment are the three core technological routes for
privacy computing. And he proposed that post quantum
cryptography technology will be the key to dealing with future

quantum computing attacks and ensuring data security.
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! Web 3.0 open source underlying software and hardware technology platforms developed by Shanghai Puxin Future
Internet Technology Institute.
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(2) Scenario application: Technology nurtures the industry
and empowers the real economy. The technical application of Web
3.0 i1s gradually moving from theory to practice, and Web 3.0 has
been widely used in many fields such as energy, finance, and
government affairs, promoting the continuous evolution of
technological innovation and service models. Hassan Charaf pointed
out that Web 3.0 has been widely used in fields such as digital assets,
energy network facilities and public services. These applications are
driving technological innovation and accelerating the transformation
of service models. Zhang Bo, Vice President of Shanghai Puxin
Future Internet Technology Institute, pointed out that through the
in-depth integration of blockchain, privacy computing and
distributed network common service technologies, the ChainWeaver
2 platform can establish a secure, credible and controllable data flow

link in a big data environment, to ensure privacy security and




efficient access to dark data. Lian Li, Chief Expert in Block Chain
and IoT at China Pacific Insurance (Group) Co., Ltd., pointed
out that blockchain can achieve blockchain-based storage
traceability, data collaboration, and value sharing. China Pacific
Insurance (Group) Co., Ltd. has launched innovative services such
as the Pacific Insurance Digital Collection Platform, Digital Safe
Box, Blockchain Intelligent Settlement of Claims, and Agricultural
Insurance Service Chain, further enhancing the efficiency and
transparency of industry services. Chen Jing, Chief Expert of
Shanghai Puxin Future Internet Technology Institute and
Professor of Tsinghua University, emphasized that the integration
of blockchain and AI not only helps improve the security of
blockchain systems, but also effectively identifies potential security

risks and provides more reliable technical support for data sharing.

—+ Web 3.0 & e s BBk %
2. Challenges faced by the development of Web 3.0
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In terms of theoretical development, Zheng Zhiming pointed
out that as one of the core technologies of Web 3.0, privacy
computing faces multiple theoretical challenges, including how to
establish new basic mathematical theories to support privacy
computing, how to explore efficient computing methods guided by
rule-based games, and how to address privacy computing issues in
non-rule-based games scenarios. In addition, how to measure
individual privacy through information psychology, and how to
evaluate group privacy through information sociology, are currently
important theoretical issues that need to be addressed in the field of
privacy computing. Hassan Charaf believes that with respect to Web
3.0, the issue of data usage responsibility in open source platforms
for has not been effectively resolved, and the lack of a unified data
platform also hinders the improvement of data circulation efficiency.
Therefore, there 1s an urgent need to establish a more efficient data

circulation mechanism.
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In terms of technological breakthroughs, Chen Jing said that
blockchain technology faces a series of challenges, including the
complexity of smart contracts, adaptability to economics and finance,
privacy and security, and the scalability of the technology. She also
emphasized the new technological challenges brought about by the
combination of blockchain and AI. Lian Li pointed out that the
development of blockchain technology requires finding a balance
among distributed architecture, security, and scalability, which are
the main technical bottlenecks faced by blockchain in its widespread

application.
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In terms of data acquisition and governance structure,



Zhang Bo mentioned that due to the involvement of many security
and privacy issues, many high-value dark data cannot be effectively
used, resulting in huge waste of data resources. How to break
through this dilemma has become an urgent problem to be solved.
Chen Lianggui, General Manager of Shanghai United Credit
Reporting Co., Ltd., pointed out that blockchain technology will
play a central control system role in the future intelligent revolution,
but its governance mechanism still needs to be further improved.
Professor Li Chao from Beijing Jiaotong University pointed out
that there are multiple risks in Web 3.0 on-chain governance,
including "hostile takeover" attacks, "centralization" issues, and
"election manipulation". In addition, off-chain governance faces the
core issue of "who shall govern", which is also a difficulty in the

construction of the Web 3.0 ecosystem.
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3. Relevant suggestions
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The first is to deepen the exploration of basic theories and
accelerate the development of technological innovation. Zheng
Zhiming proposed that priority should be given to exploring the
basic mathematical theories of complex systems and system security
that support privacy computing, and to promoting innovations in
privacy computing technologies such as federated learning,
cross-domain security collaboration, and software and hardware
integration. Meanwhile, we should develop evolutionary game
modeling based on irrational assumptions, enhance the application
of Ex Post Nash Equilibrium and dynamic adaptive privacy
incentive algorithms, and further explore privacy measurement and
evaluation theories from the perspectives of information psychology
and sociology, for the purpose of constructing a whole-process

privacy protection framework.
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The second is to strengthen infrastructure construction and
improve the Web 3.0 industry ecosystem. Chen Lianggui
suggested that we should move faster to tackle key problems and
make innovative breakthroughs in core technologies of blockchain,
encourage leading enterprises to cooperate with universities and
research institutes, and establish research and development
platforms such as blockchain laboratories and innovation centers. In
addition, we should build the blockchain incubation platform, form a
healthy development model of "government sets the stage,
enterprises perform", leverage the advantages of leading enterprises,
and accelerate the construction of basic chains. Meanwhile, the
government should increase its support, and guide enterprises in
sectors such as finance, new energy and industrial manufacturing to
go on-chain, promote the coordinated development of the whole

industrial chain, and create a healthy blockchain ecosystem.
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The third is to define the governance entities and encourage
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all concerned parties to participate in Web 3.0 governance
together. Li Chao pointed out that we should uphold the principle
of "governance based on collaboration, participation, and common
gains", and encourage community members to actively participate in
governance, reaching a broad social consensus. Meanwhile, we
should, by designing a reasonable economic incentive model,
enhance the enthusiasm and contribution of participants. Chen
Lianggui also suggested that we should intensify efforts to introduce
high-end blockchain talents from both domestic and foreign sources,
and encourage universities to offer relevant courses and to work
together with enterprises, vocational schools, and training
institutions to jointly cultivate blockchain professionals, for the

purpose of continuously improves the quantity and quality of talents.
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